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Abstract: 

Steganography is the art and science of writing hidden messages in such a way that no one apart from sender and intended recipient 

even realizes there is a hidden message. There are often cases when it is not possible to send messages openly or in encrypted form. 

This is where steganography can come into play. While cryptography provides privacy, steganography is intended to provide secrecy. 

The aim of steganography is to hide the secret messages and also for communication and transferring of data. Steganography is also 

used in transferring the information of credit card or debit card to e-commerce for purchasing items. So no one apart from the 

authorized sender and receiver will be aware of the existence of the secret data.  This paper intends to give an overview of image 

steganography and its uses and hiding the files (text file, audio file etc) by using LSB and AES algorithm where AES used for 

password protecting system so that if anyone can find the stego image they will not read the message because data still in the encrypt 

form and LSB is used for hiding the data.  
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1. INTRODUCTION 

 

In today’s world, communication is important as well as 

necessary technology in modern world. Its basic goal is sharing 

and transferring of data but this technology is not safe at a 

certain level. Steganography was derived from the Greek word 

stegano, meaning covered or secret, and graphy (writing or 

drawing) [1]. In the past several years, rapid development of 

technologies leads to increase interest in the field of hiding 

information in images, audio etc. ”Embedding” is the process to 

concealing the data inside any multimedia types like audio, 

video etc. The main reason to use steganography is because 

valuable information is transferred from one place to another 

insecurely and unreliably. The idea and practice of hiding 

information has a long history. In Histories the Greek historian 

Herodotus writes of a nobleman, Histaeus, who needed to 

communicate with his son-in-law in Greece. He shaved the head 

of one of his most trusted slaves and tattooed the message onto 

the slave’s scalp. When the slave’s hair grew back the slave was 

dispatched with the hidden message [2]. Steganography rather 

focuses on making it extremely difficult to tell whether a secret 

message exists at all or not. If an unauthorized third party is able 

to say with high confidence that a file contains a secret message, 

then steganography has failed [3]. In this paper intends to give 

an overview of image steganography and its uses and hiding the 

files (text file, audio file etc) by using LSB and AES algorithm. 

 

2.  STEGANOGRAPHY 

 

Steganography is the art and science of invisible communication. 

This is the hiding information in other information, thus hiding 

the existence of the communicated information. Steganography 

is derived from the Greek words “stegos” meaning “cover” and 

“grafia” meaning “writing” defining it as “covered writing”. In 

image steganography the information is hidden exclusively in 

images [14]. Extremely difficult to detect, a normal cove 

message was sent over an insecure channel with one of the 

periods on the paper containing hidden information. Today 

steganography is mostly used on computers with digital data 

being the carriers and networks being the high speed delivery 

channels. 

 

 
  Figure.1. Image Steganography System 

 

2.1 TYPES OF STEGANOGRAPHY 

In modern approach, depending on the cover medium, 

steganography can be divided into five types: 

 Text Steganography  

 Image Steganography  

 Audio Steganography  
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 Video Steganography  

 Protocol Steganography  

 

TEXT STEGANOGRAPHY 

 Hiding information in text file is method of steganography. The 

method was to hide a secret message into a text message. Text 

stenography using digital files is not used very often because the 

text files have a very small amount of excess data.  

 

IMAGE STEGANOGRAPHY 

 Images are used as cover medium for steganography. A 

message is embedded in a digital image using algorithm and the 

secret key. The stego-image is send to the receiver. On the other 

side, it is processed by the extraction algorithm using the same 

key. During the transmission of stego-image unauthenticated 

persons can only notice the transmission of an image but can’t 

see the existence of the hidden message. 

 

AUDIO STEGANOGRAPHY 
It is used to embedding data in cover speech in a secure and 

robust manner. An audible, sound can be inaudible in the 

presence of  another louder audible sound .This property allows 

to select the channel in which to hide information [15]. Existing 

audio steganography software can embed messages in WAV and 

MP3 sound files.  

 

VIDEO STEGANOGRAPHY 
Video Steganography is a technique to hide any kind of files in 

any extension into a carrrying Video file.  

 

PROTOCOL STEGANOGRAPHY 

 It is used to embedding data within network protocols such as 

TCP/IP in the header of a TCP/IP packet in fields that can be 

either optional or never used [15]. 

 

2.2. APPLICATIONS OF STEGANO-GRAPHY 

a) Secret Communications [11] the use steganography does not 

advertise secret communication and therefore avoids scrutiny of 

the sender side, message, and recipient. A secret, blueprint, or 

other sensitive information can be transmitted without alerting 

potential attackers. 
 

b) Steganography can also be used for corporate espionage by 

sending out trade secrets without anyone at the company being 

any the wiser. [12] 
 

c) Copyright Protection Copy protection mechanisms that 

prevent data, usually digital data, from being copied. The 

insertion and analysis of watermarks to protect copyrighted 

material is responsible for the recent rise of interest in digital 

steganography and data embedding. [13]. 

 

 
Figure.2. Types of Steganography 

3. LITERATURE REVIEW 

 

In Saudi Arabia at the King Abdulaziz City of science and 

technology, a project was initiated to translate into English some 

ancient Arabic manuscripts on secret writing which are believed 

to have been written 1200 years ago. Some of these manuscripts 

were found in Turkey and Germany [6]. The word 

Steganography technically means covered or hidden writing. Its 

ancient origins can be traced back to 440 BC. Although the term 

steganography was only coined at the end of the 15th century, 

the use of steganography dates back several millennia. In ancient 

times, messages were hidden on the back of wax writing tables, 

written on the stomachs of rabbits, or tattooed on the scalp of 

slaves. Invisible ink has been in use for centuries for fun by 

children and students and for serious undercover work by spies 

and terrorists [7].  

 

The majority of today’s steganographic systems uses multimedia 

objects like image, audio, video etc as cover media because 

people often transmit digital pictures over email and other 

Internet communication. Modern steganography uses the 

opportunity of hiding information into digital multimedia files 

and also at the network packet level [8]. In the year of 2012 Das, 

R. and Tuithung, T[9] proposed a novel technique for image 

steganography based on Huffman Encoding. Two 8 bit gray 

level image of size M X N and P X Q are used as cover image 

and secret image respectively. Huffman Encoding is performed 

over the secret image/message before embedding and each bit of 

Huffman code of secret image/message is embedded inside the 

cover image by altering the least significant bit (LSB) of each of 

the pixel's intensities of cover image.  

 

The size of Huffman encoded bit stream and Huffman Table are 

also embedded inside the cover image, in order that the 

StegoImage becomes standalone information to the receiver. 

Results show that the algorithm has a high capacity and a good 

invisibility. Moreover Peak Signal to Noise Ratio (PSNR) of 

stego image with cover image shows better result in comparison 

with other existing steganography approaches. The satisfactory 

security is maintained in this research. 

 

4. PROPOSED WORK 

 

Images are the most popular form to hide the data. 

Steganography is the art and science of writing hidden messages 

in such a way that no one apart from sender and intended 

recipient even realizes there is a hidden message [1]. In this 

process, an image is taken and secret message is set in that 

image and is passed to the sender. The sender can then extract 

the information from the image using the key provided by the 

sender.  

 

The work proposed is to encrypt and decrypt the data with the 

password protected for encryption and decryption. But if the 

third party get the stego image it will never decrypt because it is 

password protected and data still is in the encrypted form 

because of cryptography. Also any data like in the form of audio, 

exe file etc can also be embedding to a image or can be hide in 

the image. In this the size of the stego image is increased due to 

which distortion is present in the image but that will be 
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negligible. But the important thing is that if the size of data is 

greater than the size of image, it will never be hide in image. 

 

   
Figure.3. Steganography Embedding And Extracting 

Algorithm 

 

Now there is a simple image of any format like jpeg, png etc and 

also there is a secret message in the form of text document or 

audio file etc. The embedding of a simple image and data is 

called encrypting process and the image having data called stego 

image. This is the image used to send to someone. Now 

decrypting the stego image for getting the actual data is called 

decryption process which is done by the receiver.  

 

 
 

5. PROBLEM FORMULATION 

 

LEAST SIGNIFICANT BIT (LSB) 

LSB is technique or method in encrypting and decrypting the 

secret information. LSB method is based on altering the 

redundant bits that are least important with the bits of the secret 

information. The aim of the LSB is to transmit the secret 

information to the receiver without knowing to the intruder that 

the message is being passed. The least significant bit (in other 

words, the 8th bit) of the bytes inside an image is changed to a 

bit of the secret message. Digital images are of two types (i) 24 

bit images and (ii) 8 bit images. In 24 bit images we can embed 

three bits of information in each pixel, one in each LSB position 

of the three eight bit values. Increasing or decreasing the value 

by changing the LSB does not change the appearance of the 

image; much so the resultant stego image looks almost same as 

the cover image. In 8 bit images, one bit of information can be 

hidden. A stego-image is obtained by applying LSB algorithm 

on both the cover and hidden images. The hidden image is 

extracted from the stego-image by applying the reverse 

process[16]. If the LSB of the pixel value of cover image C(i,j) 

is equal to the message bit m of secret massage to be embedded, 

C(i,j) remain unchanged; if not, set the LSB of C(i, j) to m. The 

message embedding procedure is given below- 

 

S(i,j) = C(i,j) - 1, if LSB(C(i,j)) = 1 and m = 0 

 

S(i.j) = C(i,j), if LSB(C(i,j)) = m 

 

S(i,j) = C(i,j) + 1, if LSB(C(i,j)) = 0 and m = 1 

 

where LSB(C(i, j)) stands for the LSB of cover image C(i,j) and 

m is the next message bit to be embedded. 

 

S(i,j) is the stego image 

 

As we already know each pixel is made up of three bytes 

consisting of either a 1 or a 0. 

 

For example, suppose one can hide a message in three pixels of 

an image (24-bit colors). Suppose the original 3 pixels are:[13] 

 

(11101010 11101000 11001011) 

(01100110 11001010 11101000) 

(11001001 00100101 11101001) 

 

A steganographic program could hide the letter ”J” which has a 

position 74 into ASCII character set and have a binary 

representation ”01001010”, by altering the channel bits of pixels. 

 

(11101010 11101001 11001010) 

(01100110 11001011 11101000) 

 

In this case, only four bits needed to be changed to insert the 

character successfully. The resulting changes that are made to 

the least significant bits are too small to be recognized by the 

human eye, so the message is effectively hidden. The advantage 

of LSB embedding is its simplicity and many techniques use 

these methods[17]. LSB embedding also allows high perceptual 

transparency. 

 

 
Figure.4. LSB Insertion Process 
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Figure.5. LSB Extraction Process 

 

5.1 DATA EMBEDDING PROCEDURE 

Step 1: Extract the pixels of the cover image. 

 

Step 2: Extract the characters of the text file. 

 

Step 3: Extract the characters from the Stego key. 

 

Step 4: Choose first pixel and pick characters of the Stego key 

and place it in first component of pixel. 

 

Step 5: Place some terminating symbol to indicate end of the 

key. 0 has been used as a terminating symbol in this algorithm. 

 

Step 6: Insert characters of text file in each first component of 

next pixels by replacing it. 

 

Step 7: Repeat step 6 till all the characters has been embedded. 

 

Step 8: Again place some terminating symbol to indicate end of 

data. 

 

Step 9: Obtained stego image. 

 

5.2 DATA EXTRACTION PROCEDURE 

Step 1: Extract the pixels of the stego image. 

 

Step 2: Now, start from first pixel and extract stego key 

characters from first component of the pixels. Follow Step3 up 

to terminating symbol, otherwise follow step 4. 

 

Step 4: If this extracted key matches with the key entered by the 

receiver, then follow Step 5, otherwise terminate the program. 

 

Step 5: If the key is correct, then go to next pixels and extract 

secret message characters from first component of next pixels. 

Follow Step 5 till up to terminating symbol, otherwise follow 

step 6. 

 

Step 6: Extract secret message [19, 20]. 

 

5.3 MESSAGE EXTRACTION ALGORITHM 

1) Open the Stego image file in read mode and from the Image 

file, read the RGB colour of each pixel. 

 

2) Extract the red component of the host image. 

 

3) Read the last bit of each pixel. 

4) Initialize the random-key that gives the position of the 

message bits in the red pixel that are embedded randomly. 

 

5) For decoding, select the pixels and Extract the LSB value of 

red pixels. 

 

6) Read each of pixels then content of the array converts into 

decimal value that is actually ASCII value of hidden character. 

 

7) ASCII values got from above is XOR with stego-key and 

gives message file, which we hide inside the cover image [20]. 

 

6. RESULT 

 

6.1 ENCRYPTING PROCESS 

 

 
Figure.6. GUI of the code 

 
Figure.7. selecting the text file 

 

 
Figure.8. data is shown and protected by password 

 

 
Figure.9. Now save the stego image 
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6.2 DECRYPTING PROCESS 

 

 
Figure. 10. Now open the stego image 

 

 
Figure.11. extract the stego image without giving password, 

you will see that data is still in encrypted form. 

 

 
Figure.12. now give the password and extract it 

 

7. CONCLUSION & FUTURE SCOPE 

 

 A new approach is proposed which gives good quality of the 

image after encoding the original image by using the LSB 

technique. Data is encrypted with a password protected system 

and if third party get the stego image and try to decrypt the stego 

image, it will not dercrypt and the data will still show in 

encrypted form. This method helps to enhance the security level 

of data being embedded. The combination of encryption with 

steganography further enhances the security level. The image 

resolution doesn’t change much and is negligible when we 

embed the message into the image and the image is protected 

with the personal key. The future work on this project is to 

improve the compression ratio of the image to the text. Further 

enhancements can be made to the application, so that the web 

site functions very attractive and useful manner than the present 

one. 
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